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¡ What	
  is	
  it?	
  
¡ What	
  kinds	
  of	
  tools	
  are	
  available?	
  
¡ What	
  are	
  some	
  simple	
  uses?	
  
¡ What	
  are	
  some	
  advanced	
  uses?	
  
¡  Opportunities	
  for	
  Research	
  



¡  A	
  Collaborative	
  Router	
  Looking	
  Glass	
  to	
  share	
  BGP	
  Views	
  among	
  
Network	
  Operators	
  

¡  Started	
  in	
  1995	
  at	
  the	
  University	
  of	
  Oregon,	
  Advanced	
  Network	
  
Technology	
  Center	
  (ANTC)	
  

¡  Data	
  Archives	
  begin	
  in	
  1997,	
  7TB	
  Today	
  
¡  16	
  Collectors,	
  170	
  IPv4	
  Peers,	
  IP75	
  V6	
  Peers	
  

¡  Primary	
  Investigator:	
  David	
  Meyer,	
  University	
  of	
  Oregon	
  /	
  Brocade	
  
¡  Co-­‐PI:	
  Dan	
  Massey,	
  Colorado	
  State	
  University	
  
¡  Co-­‐PI:	
  Lixia	
  Zhang,	
  University	
  of	
  California,	
  Los	
  Angeles	
  
¡  Research	
  Funded	
  by	
  the	
  National	
  Science	
  Foundation,	
  USA	
  
¡  Areas	
  of	
  Research:	
  Routing	
  Dynamics,	
  Internet	
  Growth,	
  Prefix	
  Hi-­‐jack	
  

Alert,	
  and	
  other	
  BGP	
  Issues	
  
	
  



¡  BGP	
  Data,	
  and	
  Registry	
  Data	
  
¡  Data	
  available	
  to	
  anyone	
  
¡  Unrestricted	
  Terms	
  of	
  Use	
  
¡  No	
  guarantees	
  on	
  service	
  or	
  quality	
  
¡  Data	
  formats:	
  MRT,	
  XML,	
  Text,	
  Database…	
  
¡  Tools	
  assume	
  some	
  Level	
  of	
  Expertise	
  



¡  Border	
  Gateway	
  Protocol	
  
¡  BGP-­‐4	
  RFC4271	
  
¡  Path	
  –	
  Vector	
  Protocol	
  
¡  Prefix	
  Lists,	
  AS	
  Paths,	
  Next-­‐Hop	
  Router	
  

¡  AS	
  Numbers	
  provide	
  Path	
  /Policy	
  /and	
  Summarization	
  
¡  Updates	
  and	
  Withdrawals	
  Announced	
  to	
  Neighbors	
  
¡  Routes	
  makes	
  up	
  the	
  Router	
  Information	
  Base	
  (RIB)	
  
¡  Router	
  selects	
  the	
  “Best	
  Path”	
  based	
  on	
  Attributes	
  

weight	
  /	
  local_pref	
  /	
  local	
  /	
  SHORTEST	
  AS_PATH	
  /	
  igp	
  egp	
  incomplete	
  /	
  
MED	
  /	
  multipath	
  /	
  age	
  /	
  router-­‐id	
  /	
  neighbor	
  address	
  	
  





Multi-­‐Threaded	
  Router	
  Toolkit:	
  	
  
tools.ietf.org//id/draft-­‐ietf-­‐grow-­‐mrt-­‐17.txt	
  

XFB:	
  XML	
  Format	
  for	
  BGP	
  
http://tools.ietf.org/id/draft-­‐cheng-­‐
grow-­‐bgp-­‐xml-­‐00.txt	
  

BGP-­‐4	
  RFC4271	
  
www.ietf.org/rfc/rfc4271.txt	
  



¡  RIPE	
  RIS	
  libbgpdump	
  (	
  MRT	
  -­‐>	
  ASCII	
  )	
  
§  https://bitbucket.org/ripencc/bgpdump/wiki/Home	
  
§  http://www.ris.ripe.net/source/bgpdump/	
  

¡  Zebra	
  Dump	
  Parser	
  (	
  MRT	
  -­‐>	
  ASCII	
  )	
  
§  http://www.linux.it/~md/software/zebra-­‐dump-­‐parser.tgz	
  

¡  UCLA	
  Internet	
  Research	
  Lab	
  BGP	
  Parser	
  (	
  MRT	
  -­‐>	
  XML	
  )	
  
§  http://irl.cs.ucla.edu/bgpparser/download.cgi?

file=bgpparser-­‐0.3b2.tgz	
  
§  https://github.com/cawka/bgpparser	
  



¡  Let’s	
  do	
  a	
  simple	
  example	
  to	
  show	
  some	
  of	
  
the	
  tools,	
  and	
  see	
  how	
  much	
  we	
  can	
  find	
  out	
  
about	
  a	
  particular	
  site	
  

¡  Let’s	
  take	
  a	
  look	
  at	
  www.uoregon.edu	
  

¡  DNS	
  Lookup	
  returns:	
  128.223.142.125	
  



	
  

	
  

 
 
$ dig +short @asnums.routeviews.org -t TXT 223.128.aspath.routeviews.org. 
"5413 1299 3356 3701 3582" "128.223.0.0" "16” 
 
$ dig +short @asnums.routeviews.org -t TXT 223.128.asn.routeviews.org. 
"3582" "128.223.0.0" "16” 
 
 
 
$ whois -h whois.cymru.com " -v 128.223.142.125” 
AS      | IP               | BGP Prefix          | CC | Registry | Allocated  | AS Name 
    3852| 128.223.142.125  | 128.223.0.0/16      | US | arin     | 1987-04-07 | UONET - University of 
Oregon 

 
$ dig +short  125.142.223.128.peer.asn.cymru.com TXT 
"3701 4600 | 128.223.0.0/16 | US | arin | 1987-04-07" 

 
$ dig +short AS3701.asn.cymru.com TXT 
"3701 | US | arin | 1994-07-02 | NERONET - Oregon Joint Graduate Schools of Engineering” 

 
$ dig +short AS4600.asn.cymru.com TXT 
"4600 | US | arin | 1995-05-01 | UO-TRANSIT - Oregon GigaPOP" 

 

6-­‐hour	
  Data	
  from	
  
route-­‐views2.routeviews.org	
  

Services	
  of:	
  
http://www.team-­‐cymru.org	
  
Also:	
  Darknets,	
  Bogons,	
  Malware	
  



 
$ telnet route-views.saopaulo.routeviews.org 
Connected to route-views.saopaulo.routeviews.org. 
Escape character is '^]’. 
Hello, this is Quagga (version 0.99.21). 
  
route-views.saopaulo.routeviews.org> show ip bgp summary 
BGP router identifier 187.16.216.223, local AS number 6447 
RIB entries 819257, using 75 MiB of memory 
Peers 29, using 129 KiB of memory 
  
Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd 
187.16.216.20   4 28571 28274017  438471        0    0    0 01w2d18m   435579 
187.16.216.24   4 16735 41656842  449811        0    0    0 2d10h19m   426530 
187.16.216.56   4 14026  991581  224915        0    0    0 2d10h29m    17167 
 
route-views.saopaulo.routeviews.org> show bgp summary 
BGP router identifier 187.16.216.223, local AS number 6447 
RIB entries 21352, using 2002 KiB of memory 
Peers 29, using 129 KiB of memory 
 

Neighbor        V    AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd 
2001:12f8::20   4 28571 16182259  438471        0    0    0 01w2d18h    11161 
2001:12f8::24   4 16735 6304568  449806        0    0    0 22w2d04h    11077 
 

Show	
  all	
  
IPV4	
  peers	
  

Show	
  all	
  
IPV6	
  peers	
  



¡  Quagga	
  BGP	
  Route	
  Collector	
  located	
  at	
  PTTMetro	
  
¡  Collaboration	
  between	
  NIC.br,	
  PTT.br	
  and	
  RouteViews	
  
¡  Started:	
  March	
  17,	
  2011	
  
¡  Open	
  Peering	
  Policy	
  
¡  Full	
  BGP	
  Table	
  from	
  every	
  Peer	
  
¡  25	
  IPV4	
  Peers,	
  7	
  IPV6	
  Peers	
  
	
  
¡  Archived	
  BGP	
  Data	
  Updates	
  and	
  RIB	
  files	
  in	
  MRT	
  Format	
  :	
  

http://archive.routeviews.org/route-­‐views.saopaulo	
  

¡  Live	
  BGP	
  Data	
  feeds	
  into	
  BGPMON	
  and	
  CYCLOPS:	
  
http://cyclops.cs.ucla.edu/	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
http://bgpmon.netsec.colostate.edu/	
  



Eugene,	
  Oregon	
  
	
  route-­‐views	
  
	
  route-­‐views2	
  
	
  route-­‐views4	
  
	
  route-­‐views6	
  

	
  
Palo	
  Alto,	
  California	
  

	
  route-­‐views.paix	
  
	
  
Atlanta,	
  Georgia	
  

	
  route-­‐views.telxatl	
  
	
  
Ashburn,	
  Virginia	
  

	
  route-­‐views.eqix	
  
	
  
Sãopaulo,	
  Brazil	
  

	
  route-­‐views.saopaulo	
  
	
  

London,	
  England	
  
	
  route-­‐views.linx	
  

	
  
Tokyo,	
  Japan	
  

	
  route-­‐views.wide	
  
	
  
Kathmandu,	
  Nepal	
  

	
  route-­‐views.nepalix	
  
	
  
Nairobi,	
  Kenya	
  

	
  route-­‐views.kixp	
  
	
  
Johannesburg,	
  South	
  Africa	
  

	
  route-­‐views.jinx	
  
	
  
Sydney,	
  Austrlia	
  

	
  route-­‐views.sydney	
  
	
  
Perth,	
  Australia	
  

	
  route-­‐views.perth	
  



	
  
	
  
route-views.saopaulo.routeviews.org> show ip bgp 128.223.142.125 
 
BGP routing table entry for 128.223.0.0/16 
Paths: (9 available, best #9, table Default-IP-Routing-Table) 
  Not advertised to any peer 
  28303 18881 3549 3356 3701 3582 
    187.16.217.30 from 187.16.217.30 (201.55.127.128) 
      Origin IGP, localpref 100, valid, external 
      Last update: Sun Nov 25 07:27:18 2012 
  
  28289 53131 16735 1239 3356 3701 3582 
    187.16.216.104 from 187.16.216.104 (189.36.224.1) 
      Origin IGP, localpref 100, valid, external 
      Community: 28289:65500 
      Last update: Sun Nov 25 02:20:38 2012 
  

  28571 1251 11537 4600 3582 
    187.16.216.20 from 187.16.216.20 (143.107.255.15) 
      Origin IGP, localpref 100, valid, external, best 
      Last update: Wed Nov 21 04:52:28 2012 



	
  
	
  

route-views.saopaulo.routeviews.org> show ip bgp regexp _3582$  
BGP table version is 0, local router ID is 187.16.216.223 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, R Removed 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop            Metric LocPrf Weight Path 
*  128.223.0.0      187.16.217.30                          0 28303 18881 3549 3356 3701 3582 i 
*                   187.16.216.104                         0 28289 53131 16735 1239 3356 3701 3582 i 
*                   187.16.217.154                         0 53175 8167 6453 3356 3701 3582 i 
*                   187.16.216.24                          0 16735 1239 3356 3701 3582 i 
*                   187.16.217.112                         0 53242 12956 3356 3701 3582 i 
*                   187.16.217.129                         0 262354 262589 6762 3356 3701 3582 i 
*                   187.16.216.219                         0 14840 18881 3549 3356 3701 3582 i 
*                   189.40.251.107                         0 262757 26615 6762 3356 3701 3582 i 
*>                  187.16.216.20                          0 28571 1251 11537 4600 3582 i 
*  184.171.0.0/17   187.16.217.30                          0 28303 18881 3549 3356 3701 3582 i 
*                   187.16.216.104                         0 28289 53131 16735 1239 3356 3701 3582 i 
*                   187.16.217.154                         0 53175 8167 6453 3356 3701 3582 i 
*                   187.16.216.24                          0 16735 1239 3356 3701 3582 i 
*                   187.16.217.112                         0 53242 12956 3356 3701 3582 i 
*                   187.16.217.129                         0 262354 262589 6762 3356 3701 3582 i 
*                   187.16.216.219                         0 14840 18881 3549 3356 3701 3582 i 
*                   189.40.251.107                         0 262757 26615 6762 3356 3701 3582 i 
*>                  187.16.216.20                          0 28571 1251 11537 4600 3582 i 
*  207.98.72.0/21   187.16.217.30                          0 28303 18881 3549 3356 3701 3582 i 
*                   187.16.216.104                         0 28289 53131 16735 1239 3356 3701 3582 i 
*                   187.16.217.154                         0 53175 8167 6453 3356 3701 3582 i 
*                   187.16.216.24                          0 16735 1239 3356 3701 3582 i 
*                   187.16.217.112                         0 53242 12956 3356 3701 3582 i 
*                   187.16.217.129                         0 262354 262589 6762 3356 3701 3582 i 
*                   187.16.216.219                         0 14840 18881 3549 3356 3701 3582 i 
*                   189.40.251.107                         0 262757 26615 6762 3356 3701 3582 i 
*>                  187.16.216.20                          0 28571 1251 11537 4600 3582 i 
 
 
 

Other	
  examples:	
  
show	
  ip	
  bgp	
  regexp	
  	
  _4600_	
  
show	
  ip	
  bgp	
  regexp	
  ^28571_	
  
show	
  bgp	
  regexp	
  _3582$	
  





BGPlay	
  developed	
  by:	
  
Lorenzo	
  Collitti,	
  	
  Maurizio	
  Pizzonia,	
  et.al.	
  
Roma	
  Tre’	
  Universita	
  
	
  
This	
  instance	
  hosted	
  by	
  RouteViews	
  
	
  
http://www.dia.uniroma3.it/~compunet/www/
view/tool.php?id=bgplay	
  
	
  
See	
  also	
  RIPE	
  Historical	
  BGPlay	
  
http://sga.ripe.net/hbgplay	
  









Given	
  an	
  IP	
  Address,	
  We	
  can	
  Easily	
  Determine*:	
  
§  AS	
  Number,	
  and	
  Registry	
  Info	
  
§  Prefix	
  Lists	
  (Network	
  Address	
  Space)	
  
§  Best	
  Path	
  To	
  the	
  AS	
  
§  Routes	
  Advertised	
  by	
  The	
  AS	
  
§  Primary	
  Peers	
  of	
  the	
  AS	
  
§ We	
  Can	
  Visualize	
  AS	
  Paths	
  
§ We	
  Can	
  Visualize	
  Path	
  Changes	
  



It	
  would	
  be	
  nice	
  if	
  we	
  could	
  do	
  more…	
  

¡  Verify	
  the	
  Source	
  (Origin	
  Validation,	
  RPKI	
  )	
  
¡  Verify	
  the	
  Complete	
  Path	
  (BGPsec)	
  
¡  Notify	
  on	
  Prefix	
  List	
  -­‐	
  AS	
  Origin	
  Changes	
  
¡  Notify	
  on	
  my	
  AS	
  Path	
  Changes	
  
¡  Notify	
  on	
  my	
  AS	
  Unusual	
  Path	
  Changes	
  
¡  Apply	
  Arbitrary	
  Filters	
  to	
  Real-­‐time	
  Data	
  
¡  Search	
  Historical	
  Routing	
  Data	
  Quickly/Easily	
  



¡  Lixia	
  Zhang,	
  Ricardo	
  Oliviera,	
  et.al.,	
  UCLA	
  
¡  Internet	
  Topology	
  Database	
  and	
  BGP	
  Notification	
  System	
  
¡  BGP	
  Data	
  -­‐>	
  Internet	
  Topology	
  -­‐>	
  DB,	
  Event	
  Correlation	
  
¡  “Event”	
  means	
  

§  sustained	
  AS	
  Path	
  Change	
  in	
  comparison	
  to	
  previously	
  stored	
  AS	
  Paths	
  
§  based	
  on	
  “Link	
  Weight”	
  between	
  ASNs	
  -­‐-­‐	
  #Peers,	
  Peer+,	
  Peer	
  –	
  

¡  IPV6	
  Development	
  at	
  cyclops6.6watch.net	
  
§  Pei-­‐chun	
  Cheng,	
  Alexander	
  Afanasyev	
  

¡  Free	
  To	
  Join	
  Cyclops	
  
§  visit	
  http://cyclops.cs.ucla.edu	
  
§  create	
  an	
  account	
  
§  add	
  AS	
  /	
  Prefix	
  (automatic)	
  /	
  Neighbors	
  (automatic)	
  
§  select	
  alerts	
  (	
  origin,	
  neighbor,	
  more	
  specifics	
  )	
  



¡  Origin	
  Change	
  (Hijack*)	
  
¡  Next-­‐hop	
  Change	
  
¡  New	
  Prefix,	
  and	
  More	
  Specific	
  Prefix	
  (Hijack*)	
  
¡  New	
  Neighbors	
  
¡  Transit,	
  My	
  AS	
  in	
  a	
  New	
  Path	
  
¡  Bogons	
  (both	
  ASNs	
  and	
  Prefixes)	
  









¡  Dan	
  Massey,	
  Catherine	
  Olschanowsky	
  
	
  	
  	
  	
  	
  Colorado	
  State	
  University	
  

http://bgpmon.netsec.colostate.edu	
  

¡  BGP	
  Monitor	
  Scalability	
  
§  Supports	
  Directly	
  Connected	
  Peers	
  
§  Supports	
  Quagga/MRT	
  Forwarding	
  Peers	
  
§  Supports	
  BGPmon	
  Servers,	
  “Chaining”	
  

¡  Produces	
  a	
  Consolidated	
  Live	
  Data	
  Stream!!!	
  
¡  Output	
  Data	
  Stream	
  Format	
  Is	
  XML	
  
¡  BGPmon	
  feeds	
  into	
  Cyclops	
  
¡  MRT	
  Peers:	
  route-­‐views.saopaulo,	
  route-­‐views.sydney	
  
	
  



saopaulo	
   route-­‐views4	
  sydney	
  



Peer	
  	
  
thread	
  

Peer	
  	
  
thread	
  

MRT	
  	
  
thread	
  

Peer	
  
Queue	
  

Label	
  
thread	
  

XML	
  
thread	
  

XML	
  
update	
  
queue	
  

XML	
  RIB-­‐IN	
  
queue	
  

Chain	
  	
  
thread	
  

Chain	
  	
  
thread	
  

Server	
  
thread	
  

Periodic	
  
thread	
   Client	
  	
  

thread	
  

Client	
  	
  
thread	
  

Client	
  	
  
thread	
  

Client	
  	
  
thread	
  

RIB-­‐IN	
  
table	
  

Client	
  	
  
thread	
  

Label	
  
Queue	
  

BGPmon	
  

Client	
  

Client	
  

Client	
  





¡  PERL	
  CPAN	
  BGPMON	
  
§  http://www.cpan.org/authors/id/B/BG/BGPMON/	
  

¡  BGPmon-­‐core	
  
§  Connect	
  to	
  livebgp,	
  “BGPmon::Fetch”	
  
§  Filter	
  based	
  on	
  AS	
  /	
  Prefix,	
  “BGPmon::Filter”	
  
§  Translate	
  XML	
  to	
  ASCII	
  or	
  MRT,	
  “BGPmon::Translator”	
  
§  Requires:	
  Net::IP,	
  Regexp::IPv6,	
  WWW::Curl,	
  XML::LibXML	
  
§  Sample	
  Code:	
  bgpmon-­‐filter.pl	
  

¡  BGPmon-­‐Archiver,	
  Store	
  XML	
  Data	
  in	
  Filesystem	
  
¡  BGPmon-­‐Analytics,	
  Store	
  XML	
  Data	
  in	
  Database	
  



use BGPmon::Fetch;  
use BGPmon::Filter; 
use BGPmon::Translator; 
 
connect_bgpdata(); 
 
my $xml_msg = read_xml_message(); 
while($xml_msg){ 

 # throw out everything except routes from our desired ASN 
 if (ComesFrom($desiredASN)){ 
  # extract a print the prefix and path 
  my $time = get_time($xml_msg); 
  my $prefix = get_prefix($xml_msg); 
  my $path= get_aspath($xml_msg); 
  print "At time $time, there is route $prefix path $path\n”; 
 } 
 $xml_msg = read_xml_message(); 

} 
close_connection(); 



¡  Archive	
  Data	
  (example)	
  
§  http://archive.netsec.colostate.edu/peers/187.16.216.20/2012.11/UPDATES/	
  

¡  Server	
  Source	
  Code	
  
§  http://bgpmon.netsec.colostate.edu/download/src/bgpmon-­‐7.2.3.tar.gz	
  

¡  Perl	
  Scripting	
  Modules	
  
§  http://www.cpan.org/authors/id/B/BG/BGPMON/	
  

¡  Recent	
  Publications	
  
§  http://www.cs.colostate.edu/~mstrout/RMCWiC2012/csuconf-­‐final19.pdf	
  

¡  Mailing	
  List	
  
§  http://www.netsec.colostate.edu/cgi-­‐bin/mailman/listinfo/bgpmon	
  

¡  Contact:	
  bgpmon@netsec.colostate.edu	
  



¡  RouteViews	
  
§  http://www.routeviews.org/	
  

¡  PeeringDB,	
  Complete	
  List	
  of	
  Collectors	
  /	
  Exchanges	
  
§  http://www.peeringdb.com/view.php?asn=6447	
  

¡  A	
  Typical	
  RIB,	
  Route-­‐views2	
  Every	
  2	
  Hours	
  
§  http://archive.routeviews.org/oix-­‐route-­‐views/oix-­‐full-­‐snapshot-­‐latest.dat.bz2	
  

¡  RouteViews	
  Data	
  
§  {http,ftp}://archive.routeviews.org/	
  
§  rsync	
  –list-­‐only	
  archive.routeviews.org::routeviews	
  
§  rsync	
  –av	
  archive.routeviews.org::routeviews/bgpdata	
  .	
  

¡  BGPlay	
  
§  http://bgplay.routeviews.org/	
  

¡  ASpath	
  DNS	
  Files	
  
§  http://archive.routeviews.org/dnszones/	
  

¡  Contact:	
  help@routeviews.org	
  


